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(54) Security cloth design and assembly 

(57) The present invention provides a security en- 
closure having an electronic assembly, such as a cryp- 
tographic processor card enclosed within an enclosure, 
surrounded by a tamper respondent wrap. The enclo- 
sure further includes a flexible extension cable which 


electrically connects the wrap and the assembly. The 
extension cable includes a plurality of interconnections 
at a first end to form an electrical connection with the 
assembly, and a plurality of bonding pads at a second 
end to form an electrical connection with a plurality of 
corresponding bonding pads of the wrap. 
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Description 

BACKGROUND OF THE INVENTION 

Technical Field 

[0001] The present invention relates generally to the 
detection of intrusions into security enclosures, and 
more particularly, to the assembly of a security enclo- 
sure capable of detecting intrusions. 

Related Art 

[0002] Security enclosures are commonly used in net- 
work electronics commerce to transmit encrypted infor- 
mation to authorized persons. Fig. 1 shows a related art 
security enclosure 8, comprising an electronic assembly 
10. which typically comprises a cryptographic processor 
card within an enclosure, and a tamper respondent wrap 
or cloth 12. The cloth 12 adheres to the assembly 10 by 
an adhesive on the inner surface of the cloth 12. The 
cloth 12 typically consists of several layers of a flexible 
dielectric having electrical traces or lines (not shown) 
thereon. Damage to any of the traces within a layer pro- 
duces a change in resistance which prompts the cryp- 
tographic processor card to erase the information stored 
therein. 

[0003] As illustrated in Fig. 2, a first side of the cloth 
12 is wrapped around the assembly 10. An end 16 of 
the cloth 12 is inserted within an opening 14 of the as- 
sembly 10. The end 16 comprises a plurality of silver 
filled ink lines formed on the surface of the end 16 to 
provide an electrical connection between the cloth 12 
and the assembly 10. Thereafter, a second end of the 
cloth 12 is wrapped around the assembly 10, covering 
the inserted end 16 and overlapping the first end of the 
cloth 12 (Fig. 3). 

[0004] Unfortunately, because the cloth 12 is con- 
structed of multiple layers (not shown) of unreinforced 
organic dielectric materials which are dimensionally un- 
stable, i.e., susceptible to deformation due to environ- 
mental changes, it is difficult to maintain layer-to-layer 
alignment. As a result, it is difficult to ensure that each 
layer of the cloth terminates at the end 1 6, which is nec- 
essary in order to make the proper connection with the 
assembly 10. Likewise, the silver coating at the end 16 
is susceptible to electromigration problems, thereby re- 
sulting in potential device failure. Furthermore, because 
the adhesive material on the inner surface of the cloth 
1 0 securely adheres the cloth 1 2 to the assembly 1 0 pri- 
or to inserting the end 16 into the assembly 10, align- 
ment of the end 16 into the opening 14 of the assembly 
10 is often difficult, particularly when the doth 12 and 
assembly 10 are slightly misaligned. This may result in 
device failure due to a poor connection between the end 
16 of the cloth 12 and the assembly 10. Likewise, addi- 
tional forces exerted on the connection over time due to 
thermal and mechanical stresses, may further weaken 


the poor connection producing device failure. Moreover, 
the process of folding the security cloth and inserting the 
end into the connector is not amenable to automation, 
thus increasing manufacturing costs. Accordingly, there 
5 exists a need in the industry for a security enclosure that 
solves these and other problems. 

SUMMARY OF THE INVENTION 

10 [0005] The present invention provides, in a first as- 
pect, a security enclosure, comprising: an electronic as- 
sembly; a tamper respondent wrap secured at least par- 
tially around the assembly; and an extension cable elec- 
trically connecting the wrap to the assembly. 

15 [0006] Preferably, the electronic assembly comprises 
a cryptographic processor card. 
[0007] Preferably, the tamper respondent wrap in- 
cludes an adhesive inner surface that adheres the wrap 
to the electronic assembly. 

20 [0008] Preferably, the tamper respondent wrap fur- 
ther includes a plurality of bonding pads formed at a first 
end of the wrap. 

[0009] Preferably, the tamper respondent wrap fur- 
ther includes a system of resistors within each layer of 
25 the wrap. 

[0010] Preferably, the system of resistors connect ink 
traces within each layer of the wrap to the bonding pads. 
[0011] Preferably, the extension cable further in- 
cludes a plurality of interconnections at a first end of the 
30 extension cable. 

[0012] Preferably, the extension cable further in- 
cludes a plurality of bonding pads at a second end of 
the extension cable. 

[0013] Preferably, wires connect the interconnections 
35 and the bonding pads of the extension cable. 

[0014] Preferably, a plurality of bonding pads on the 
wrap are bonded to a plurality of bonding pads on the 
extension cable. 

[0015] Preferably, a thermal compression bonding 
40 process bonds the bonding pads on the wrap to the 
bonding pads on the extension cable. 
[0016] Preferably, the wrap at least partially covers 
the extension cable. 

[0017] Preferably, the extension cable comprises a 

45 flexible dielectric material. 

[0018] Preferably, there is provided a security enclo- 
sure, comprising: an electronic assembly; an extension, 
having a first end inserted in the assembly, and a second 
end having at least one bonding pad thereon; and a 

50 tamper respondent wrap at least partially surrounding 
the assembly, having at least one corresponding bond- 
ing pad, wherein the bonding pad of the extension is se- 
cured to the bonding pad of the wrap. 
[0019] Preferably, the first end of the extension com- 

55 prises at least one interconnection which forms an elec- 
trical connection between the assembly and the exten- 
sion. 

[0020] Preferably, the at least one interconnection is 


2 


3 


EP 1 207 444 A2 


4 


electrically connected to the at least one bonding pad of 
the extension via a wire. 

[0021] Preferably, the wrap further includes an adhe- 
sive on an inner surface of the wrap to secure the wrap 
to the assembly. 

[0022] Preferably, the wrap further includes a system 
of resistors connecting ink traces within the wrap to the 
bonding pads of the wrap. 

[0023] Preferably, the extension comprises a flexible 
cable. 

[0024] Preferably, there is provided a security enclo- 
sure, comprising: an electronic assembly; and a tamper 
respondent wrap electrically connected to the assembly 
via an attachable extension. 

[0025] Preferably, the attachable extension compris- 
es a flexible extension cable. 
[0026] Preferably, the tamper respondent wrap com- 
prises a plurality of bonding pads formed on an end 
thereof. 

[0027] Preferably, the extension comprises a plurality 
of bonding pads formed on a first end thereof. 
[0028] Preferably, the bonding pads of the wrap are 
secured to the bonding pads of the extension. 
[0029] Preferably, the extension further comprises a 
plurality of interconnections formed at a second end of 
the extension. 

[0030] Preferably, a system of resistors electrically 
connects the bonding pads of the wrap to ink traces of 
the wrap. 

[0031] Preferably, the bonding pads of the wrap are 
secured to the bonding pads of the extension using a 
thermal compression bonding process. 
[0032] Preferably, the present invention provides a 
flexible extension for use in a security enclosure, com- 
prising: a first end having a plurality of interconnections 
which are inserted within an electronic assembly of the 
enclosure; a second end having a plurality of bonding 
pads thereon which are secured to a tamper respondent 
wrap of the enclosure; and wherein the cable electrically 
connects the wrap and the assembly. 
[0033] Preferably, the bonding pads of the extension 
are bonded to bonding pads of the wrap. 
[0034] Preferably, the extension comprises a dielec- 
tric material. 

[0035] In a second aspect, the present invention pro- 
vides a method of forming a security enclosure, com- 
prising: providing an electronic assembly having an 
opening therein; inserting a first end of an extension 
within the opening of the assembly; wrapping a tamper 
respondent wrap at least partially around the assembly; 
and electrically connecting a second end of the exten- 
sion to the wrap. 

[0036] The first aspect of the present invention thus 
provides a security enclosure, comprising: an electronic 
assembly; a tamper respondent wrap secured around 
the assembly; and an extension cable electrically con- 
necting the cloth to the assembly. 
[0037] The present invention preferably provides a 


security enclosure, comprising: an electronic assembly; 
an extension, having a first end inserted in the assembly, 
and a second end having at least one bonding pad ther- 
eon; and a tamper respondent wrap surrounding the as- 

5 sembly, having at least one corresponding bonding pad, 
wherein the bonding pad of the extension is secured to 
the bonding pad of the wrap. 
[0038] The present invention preferably provides a 
security enclosure, comprising: an electronic assembly; 

10 and a tamper respondent wrap electrically connected to 
the assembly via an attachable extension. 
[0039] The present invention preferably provides a 
flexible extension for use in a security enclosure, com- 
prising: a first end having a plurality of interconnections 

15 which are inserted within an electronic assembly of the 
enclosure; a second end having a plurality of bonding 
pads thereon which are secured to a tamper respondent 
wrap of the enclosure; and wherein the cable electrically 
connects the wrap and the assembly. 

20 [0040] The second aspect of the present invention 
thus provides a method of forming a security enclosure, 
comprising: providing an electronic assembly having an 
opening therein; inserting a first end of an extension 
within the opening of the assembly; wrapping a tamper 

25 respondent wrap at least partially around the assembly; 
and connecting a second end of the extension to the 
wrap. 

BRIEF DESCRIPTION OF THE DRAWINGS 

30 

[0041] Preferred embodiments of the present inven- 
tion will now be provided by way of example only, with 
reference to the accompanying drawings, in which: 

35 Fig. 1 depicts a cross-sectional view of a related art 
electronic assembly and tamper respondent cloth; 

Fig. 2 depicts the related art assembly of Fig. 1 
wherein the cloth is electrically connected to the as- 
<o sembly; 

Fig. 3 depicts the related art assembly of Fig. 2 
wherein the remainder of the cloth is secured 
around the assembly; 

45 

Fig. 4 depicts a cross-sectional view of an electronic 
assembly in accordance with a preferred embodi- 
ment of the present invention; 

so Fig. 5 depicts the assembly of Fig. 4 and a tamper 
respondent cloth; 

Fig. 6 depicts the assembly of Fig. 5 wherein bond- 
ing pads of the cloth and an extension cable are 
55 connected; 

Fig. 7 depicts the assembly of Fig. 6 wherein the 
remainder of the cloth is secured around the assem- 
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bly; 

Fig. 8 depicts an enlarged top view of the extension 
cable in accordance with a preferred embodiment 
of the present invention; and 5 

Fig. 9 depicts an enlarged top view of the cloth 
bonding pads in accordance with a preferred em- 
bodiment of the present invention. 

10 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 


[0042] Although certain embodiments of the present 
invention will be shown and described in detail, it should 
be understood that various changes and modifications 
may be made without departing from the scope of the 
appended claims. The scope of the present invention 
need in no way be limited to the number of constituting 
components, the materials thereof, the shapes thereof, 
the relative arrangement thereof, etc. Although the 
drawings are intended to illustrate the present invention, 
the drawings are not necessarily drawn to scale. 
[0043] Referring to the drawings, Fig. 4 shows a 
cross-sectional view of an electronic assembly 100 in 
accordance with the present invention. The assembly 
100 typically comprises a cryptographic processor card 
102 (shown in phantom), for the storage of key codes 
required to encrypt and decrypt the secured information, 
enclosed within a container 106, such as a metal box. 
[0044] An extension cable 112 is inserted within an 
opening 114 of the assembly 100. The extension cable 
112 comprises a polyimide dielectric material, such as 
Kaptcn™ (DuPont), Upilex™ (UBE), Mylar™ (DuPont), 
or other similar thin flexible dielectric material conven- 
tionally used in flex circuitry. In particular, a cable end 
116 located at a first end of the extension cable 112 
makes electrical connection with the cryptographic 
processor card 102 within the assembly 100. A plurality 
of bonding pads 118 located at a second end of the ex- 
tension cable 112 makes electrical connection with a 
cloth (described below). The bonding pads 118 are 
formed of copper, having a nickel/gold plating thereon, 
or other metals, such as silver, etc. The gold provides 
good conductivity, and the nickel prevents the diffusion 
of gold into the copper. Alternatively, the bonding pads 
1 1 8 may be formed of an electrically conductive thermo- 
setting polymer, or an electrically conductive thermo- 
plastic polymer. 

[0045] As illustrated in Fig. 5, a tamper respondent 
wrap or cloth 120 is wrapped around the assembly 100, 
such that a plurality of bonding pads 122 on the cloth 
120 align with the plurality of bonding pads 118 on the 
extension cable 112. The cloth 120, such as disclosed 
in the patent to MacPherson (US 5,858,500), is a sheet 
of composite material comprising a laminate formed of 
a number of separate layers, including a delamtnation 
respondent layer, and a pierce and laser respondent lay- 
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er. Each layer has a plurality of ink traces or lines (shown 
in Fig. 9) formed thereon, for the detection of intrusions. 
The lines may comprise an electrically conductive ther- 
moplastic polymer, electrically conductive thermoset 
polymer, metal, etc. The cloth 112 further includes a 
pressure sensitive adhesive material 121 on the inner 
surface of the cloth 11 2, such that the cloth 112 securely 
adheres to the assembly 100. The bonding pads 122 
are formed of copper, having a nickel/gold plating ther- 
eon, or other metals, such as silver, etc. Alternatively, 
the bonding pads 122 may be formed of an electrically 
conductive thermosetting polymer, or an electrically 
conductive thermoplastic polymer. 
[0046] As illustrated in Fig. 6, the bonding pads 118 
*5 of the extension cable 112 are secured to the bonding 
pads 122 of the cloth 120 to complete the electrical con- 
nection between the cloth 120 and the assembly 100. A 
thermal compression bonding (TCB) process may be 
used in which heat and pressure are applied to the bond- 
ing pads 118, 122 until the bonding pads 118, 122 begin 
to melt and bond together. A heater having the correct 
dimensions corresponding to the size of the bonding 
pads 118, 122, conventionally used in TCB processing, 
may also be used to apply heat and pressure directly to 
the bonding pads 118, 122. The specific range of tem- 
peratures and pressures necessary to bring the metals, 
or base polymers within the bonding pads 118, 122 to 
their melting point depends upon the materials selected, 
and is commonly known in the art. 
[0047] The bonding pads 1 1 8, 1 22 may be bonded di- 
rectly to one another using the TCB process described 
above if the bonding pads 1 1 8, 1 22 are formed of a con- 
ductive thermoplastic polymer. In the event the bonding 
pads 1 1 8, 1 22 are formed of a conductive thermoset pol- 
ymer, or a metal, an additional conductive adhesive is 
needed between the bonding pads 11 8, 1 22 to bond the 
pads 118, 122 together. For instance, an anisotropic 
conductive tape, such as 3m 7303™ (3M), may be in- 
serted between the bonding pads 118, 122 prior to per- 
forming the TCB process to form the adhesive connec- 
tion therebetween. 

[0048] Thereafter, the remaining portion of the cloth 
120 is wrapped around the assembly 100, adhering to 
and covering the extension cable 112 and overlapping 
the other end of the cloth 120 to form a tightly sealed 
enclosure 123 (Fig. 7). It should be noted that due to the 
flexible nature of the extension cable 112, the profile of 
the assembly 100 and cloth 120 is much smoother and 
flatter than the related art design. This is because a cer- 
tain amount of slack is required in the cloth of the related 
art design in order to insert and bend the stiff multiple 
layers of the cloth, which is not required with the flexible 
extension cable 112. 

[0049] Figs. 8 and 9 show greater detail of the exten- 
sion cable 112 and bonding pads 122 of the cloth 120, 
respectively, in a top view. In particular, the cable end 
116 at a first end of the extension cable 112 includes a 
plurality of interconnections 124 that mate with and form 
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an electrical connection with the cryptographic proces- 
sor card 1 02 inside the assembly 1 00. The interconnec- 
tions 124 are formed of copper with a nickel/gold plating, 
or other similarly used material. Each bonding pad 118 
has a corresponding interconnection 124. Wires 126 
connect each bonding pad 118 with an interconnection 
124. 

[0050] Each bonding pad 122 formed on the first end 
of the cloth 120 corresponds to the location of, and 
aligns with, each bonding pad 1 1 8 of the extension cable 
112. In this example, the cloth 120 comprises a first or 
top layer 128 and a second or bottom layer 130. As il- 
lustrated, the top layer 128 is partially cut away to re- 
move section 131, thereby exposing the bottom layer 
130 for connection to the extension cable 112. 
[0051] In this example, the top layer 128 of the cloth 
1 20, for instance, the pierce and laser respondent layer, 
has three bonding pads 122a associated therewith. A 
system of connections 132, particularly a plurality of re- 
sistors formed in parallel and/or series, run throughout 
the layer 128, (a schematic representation of which is 
illustrated in Fig. 9), and connect the traces 125 within 
the layer 128 to the bonding pads 122a. Similarly, the 
bottom layer 130, for instance, the delamination re- 
spondent layer, has three bonding pads 122b associat- 
ed therewith. A system of connections 134, particularly 
a plurality of resistors formed in parallel and/or series, 
run throughout the layer 130, (a graphic representation 
of which is illustrated in Fig. 9), and connect the traces 
125 within the layer 130 to the bonding pads 122b. 
[0052] A change in resistance within the system of 
connections 132, 134 indicates a break or short in the 
traces 125 within the respective layers 128, 130, e.g., 
caused by an attempted break- in. This change in re- 
sistance is detected as a change in voltage drop across 
the resistor network, which is then relayed to the corre- 
sponding bonding pads 1 22a, 1 22b of the cloth 1 20. The 
bonding pads 122a. 122b, in turn relay the change in 
voltage drop to the corresponding bonding pads 118 of 
the extension cable 112, which then transfers the mes- 
sage through wires 126 and interconnections 124 to the 
cryptographic processor card 102. Thereafter, the cryp- 
tographic processor card 102 may take the appropriate 
precautions to prevent the information from being di- 
vulged, such as erasing the stored key codes for en- 
crypting and decrypting the secured information. 
[0053] The extension cable 112 provides for easier 
connection of the cloth 120 to the assembly 100 than 
with conventional techniques. This is particularly true 
due to the small size and tight tolerances of the assem- 
bly opening 114 and the interconnections 124. The ex- 
tension cable 112 also provides a surface large enough 
to facilitate an automated assembly process. Likewise, 
because the interconnections 124 are formed on the ex- 
tension cable 112 rather than on the end of the cloth 
120, the cable end 116 can be inserted in the opening 
114 of the assembly 100 without first adhering the cloth 
1 20 to the assembly 1 00. This reduces the problems as- 
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sociated with proper placement and alignment of the 
cloth 120. Also, due to the flexible nature of the exten- 
sion cable 112, slight misalignment of the cloth 120 can 
be compensated for when the extension cable 112 is 
5 connected to the cloth 120. In fact, misalignment of sev- 
eral millimeters may be tolerable between the bonding 
pads 118, 122. Furthermore, because the interconnec- 
tions 1 24 are formed of copper with a nickel/gold plating, 
rather than silver ink, the electromigration problems are 
10 minimized. 

[0054] It should be noted that the embodiments dis- 
closed above are not intended to limit the scope of the 
present invention in any way. For instance, the cloth 120 
may be formed of more or less layers than that of the 
is cloth 120 described herein. In which case, a system of 
connections and corresponding bonding pads would be 
needed for each layer. Furthermore, the number of 
bonding pads on each layer, and the corresponding 
bonding pads on the extension cable, may be varied as 
20 needed. 

[0055] While this invention has been described in con- 
junction with the specific embodiments outlined above, 
it is evident that many alternatives, modifications and 
variations will be apparent to those skilled in the art. Ac- 
25 cordingly, the embodiments of the invention as set forth 
above are intended to be illustrative, not limiting. Various 
changes may be made without departing from the scope 
of the invention as defined in the following claims. 


30 

Claims 

1. A security enclosure, comprising: 

35 an electronic assembly; 

a tamper respondent wrap secured at least par- 
tially around the assembly; and 

<o an extension cable electrically connecting the 

wrap to the assembly. 

2. A security enclosure as claimed in claim 1 , wherein 
the electronic assembly comprises a cryptographic 

45 processor card. 

3. A security enclosure as claimed in claim 1 or claim 
2, wherein the tamper respondent wrap includes an 
adhesive inner surface that adheres the wrap to the 

so electronic assembly. 

4. A security enclosure as claimed in any of claims 1 
to 3, wherein the tamper respondent wrap further 
includes a plurality of bonding pads formed at a first 

55 end of the wrap. 

5. A security enclosure as claimed in claim 4, wherein 
the tamper respondent wrap further includes a sys- 
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tem of resistors within each layer of the wrap. 

6. A security enclosure as claimed in claim 5, wherein 
the system of resistors connect Ink traces within 
each layer of the wrap to the bonding pads. 5 

7. A security enclosure as claimed in any preceding 
claim, wherein the extension cable further includes 
a plurality of interconnections at a first end of the 
extension cable. 10 

8. A security enclosure as claimed in claim 7, wherein 
the extension cable further includes a plurality of 
bonding pads at a second end of the extension ca- 
ble. 15 

9. A security enclosure as claimed in claim 8, wherein 
wires connect the interconnections and the bonding 
pads of the extension cable. 

20 

10. A security enclosure as claimed in any preceding 
claim, wherein a plurality of bonding pads on the 
wrap are bonded to a plurality of bonding pads on 
the extension cable. 

1 1 . A security enclosure as claimed in claim 10, where- 
in a thermal compression bonding process bonds 
the bonding pads on the wrap to the bonding pads 
on the extension cable. 

12. A security enclosure as claimed in any preceding 
claim, wherein the wrap at least partially covers the 
extension cable. 

13. A security enclosure as claimed in any preceding 35 
claim, wherein the extension cable comprises a 
flexible dielectric material. 

14. A method of forming a security enclosure, compris- 
ing: 40 

providing an electronic assembly having an 
opening therein; 

inserting a first end of an extension within the « 
opening of the assembly; 

wrapping a tamper respondent wrap at least 
partially around the assembly; and 


electrically connecting a second end of the ex- 
tension to the wrap. 
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FIG. 3 (RELATED ART) 
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